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Tutorial Outline
Tutorial objectives
General business context of the project
Indicative examples to motivate the framework
Conceptual model
Technical context
Chosen specifications

Overview of the implementation

2 A. Svirskas, C.Hébert , J. Isa I enkova, OASIS Symposium 2008, April 28 t, Santa Clara, USA




OASIS 3

Tutorial Objectives

Overview of the EU Member States public
agencies e-collaboration requirements and a
particular case study o Europol/Eurojust
collaborations

Presentation of the main concepts of the
proposed solution

Discussion of the relevant technologies and
standards, implementation options, decision
making

Sharing implementation experience
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In a Nutshell

The business context

E EU IST FP6 project R4eGov 0
E Collaboration among 27 EU member states governments

The technology context
E SOA and Web 2.0 based solutions
E Web Services, Grid & Rich Internet Applications

The main issues
E On-demand Interoperability
E Privacy, Security and Trust

Proposed approach

E Lightweight standards -based interoperability framework
with emphasis on basic enforceable security
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The Business Context

EU IST FP6 project R4eGov 0

Government agencies of the 27 EU Member
States need to be able to e-collaborate

The agencies are very independent, autonomous
and protective of their data

Growing number of regulations are in effect

The equilibrium between individual interests and
common goals needs to be found and procedures
put in place accordingly

5 A. Svirskas, C.Hébert , J. Isa I enkova, OASIS Symposium 2008, April 28 t, Santa Clara, USA E:!Z Eﬂ__icmwj


http://www.r4egov.eu/

OASIS )

EUROPOL- EUROJUST CASE
STUDY




e The Hague Programme Vision

-
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The Principle of Availability

E Throughout the Union, a law enforcement officer in

can obtain this from another
Member State and

E The law enforcement agency Iin
for the stated purpose

E The Hague programme is a five -year programme for closer co -operation in justice
and home affairs at EU level from 2005 to 2010
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24 The Principle of Availability

The methods of exchange of information should

E Make full use of new technology

E Be adapted to each type of information, where
appropriate, through reciprocal access to or
Interoperability of national databases, or direct (on -
line) access, including for Europol, to existing central
EU databases such as the SIS

New centralised European databases should only
be created on the basis of studies that have
shown their added value.
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\@J The Three Protocols

will make it possible for Europol to deal

with money laundering as such, with no need to identify at a previous stage the predicate
offence to which it is related. The implementation of this protocol will remove the legal
restriction in several member states in the provision of intelligence related to suspicious
transactions reported to the Financial Intelligence Units and will give Europol the
possibility to cross - match the intelligence on those suspicious transactions at the EU
level that have resulted in law enforcement investigations.

will allow the member
states to cooperate in an innovative and more efficient way in international investigations.
Europol will be in a position to assist the investigations as the joint investigation teams
will include Europol officials in a support capacity. This does not mean that Europol
representatives may use any coercive power but that they can support with crime
analysis, expertise, his services and products

, improving the functioning of the AWF legal

framework based on the lessons learned during the first years of implementation and
making Europol an easier tool and more user friendly organization to work with for the law
enforcement agencies interested in sharing intelligence on crime groups
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Civil Liberty Concerns

oThe free market 1 n access t

oserlgdgul ati ond by the | aw enf
0

oThe | aw enforcement (poli ce

and security agencies
and, as is increasingly hinted at,

with t ooo

oThe "principle of avail abi |l

checks and controls over the exchange of information and

Il ntell i gence. I n effectradiwela
0

http://www.statewatch.org/news/2006/dec/p -of -a-art.pdf
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Europol-Eurojust Case Study

The case study provides an

and
Competent Authorities in Member States

Focus on interactions between
, as opposed to internal ones
Consider areas
of the overall process

are of key
Importance for Europol & Eurojust
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Europol-Eurojust Case Study
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IMT4, SCx: Europol Units College: Eurojust College
LB: Europol Liaison Bureau NM: Eurojust National Member
ENU: Europol National Unit CP: Eurojust Contact Point
MS CA: Member State Law Enforcement Competent Authority MS JA: Member State Judicial Competent Authority
CMx: Coordination Meetings CMx: Coordination Meetings
IS: Information System JIT: Joint Investigation Team
IXS: Index System
AWF: Analytical Work File CMS: Case Management System

ME: Message Exchange TWF: Temporary Work File
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Europol-Eurojust Case Study
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