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● Industry
– Health-care

● Application
– Electronic Health Records (EHR)

● Security goal
– Ensure that authorized entities can access 

information when they need to

● Privacy goal
– Ensure that creators/owners of information have 

control over sensitive information

Goals
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● Patient (PAT)

● Physician (PHY)

● Nurse (NUR)

● Emergency Medical Technician (EMT)

● Hospital (HOS)

● Diagnostic Laboratory (LAB)

● Pharmacy (PHA)

● Insurance Company (INS)

● Center for Disease Control (CDC)

● Clinical Research Organization (CRO)

● Government Agency (HHS)

EHR Players
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One of the Problems

WAN

Patient Data

Hospital Data

Physician Data

Patient Data

Nurse Data

Patient Data

Lab Data

Patient Data

Insurance Data

Patient Data

Therapy Data

Patient Data

Complete
Medical
Record?

EMT Data

Patient Data

Drug Prescriptions

Patient Data
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Hopefully..
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Ideally..

 Medical Record               

Patient Data                             

Hospital Data                    

Physician Data                  

Nurse Data                       

Lab Data                           

Insurance Data                 

EMT Data                         

Physical Therapy Data     

Miscellaneous Data          

Drug Prescriptions            



Copyright (c) 2007-2008 StrongAuth, Inc. - 7
This material may not be used without permission

The Reality
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Personal Physician
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Hospital Nurse
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The Pharmacy
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Solution Requirements

● Healthcare Industry PKI
– Root CA managed by Federal Agency

– Subordinate CA's for each class of entity

● XML data-model using XML Encryption

● Classification of data based on need for 
access

● Key-classes with 1:1 mapping with data-
classes

● Applications that use this security model
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EHR PKI

EHR Root CA

Patient CA

Hospital CA

Physician CA

Lab CA

Insurance CAEMT CA

Pharmacy CA CDC/CRO CAProvider CA



Copyright (c) 2007-2008 StrongAuth, Inc. - 13
This material may not be used without permission

XML with XML Encryption

<?xml version="1.0" encoding="UTF-8"?>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>
<ds:KeyInfo>

<ds:KeyName>10514-1-1453</ds:KeyName>
<ds:RetrievalMethod>http://localhost:8080/symkeyServlet/getsymkey</ds:RetrievalMethod>
<ds:RetrievalMethod>http://skms.hospital.com/symkeyServlet/getsymkey</ds:RetrievalMethod>

</ds:KeyInfo>
<xenc:CipherData>
    <xenc:CipherValue>
    </xenc:CipherValue>
</xenc:CipherData>
<xenc:EncryptionProperties>
<xenc:EncryptionProperty name="InitializationVector">

hAOPwhT0ocD4k7Jc
</xenc:EncryptionProperty>
</xenc:EncryptionProperties>
</xenc:EncryptedData>

http://localhost:8080/symkeyServlet/getsymkey
http://skms.hospital.com/symkeyServlet/getsymkey
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Data & Key Classification

Data accessed by Class
Center for Disease Control EHR-CDC

Clinical Research Organization EHR-CRO

Default access EHR-DEF

Emergency Response Staff EHR-EMT

Hospital Administration EHR-HOS

Insurance Company EHR-INS

Nursing Staff EHR-NUR

Patient EHR-PAT

Pharmacy EHR-PHA

Physician EHR-PHY
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Event Flow - 1

Patient

EMT

Internet

EMT picks up patient 
and starts recording
Patient information.

1
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Event Flow - 2

Patient

EMT

EMT
EKMI

Internet

EMT requests multiple
symmetric keys from
its EKMI for encryption
of sensitive data.

2
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Symmetric Key Request

ekmi:SymkeyRequest xmlns:ekmi=”http://docs.oasis-open.org/ekmi/2008/01">

<ekmi:GKID>10514-0-0</ekmi:GKID>
<ekmi:KeyClasses>

<ekmi:KeyClass>EHR-DEF</ekmi:KeyClass>
<ekmi:KeyClass>EHR-EMT</ekmi:KeyClass>
<ekmi:KeyClass>EHR-INS</ekmi:KeyClass>
<ekmi:KeyClass>EHR-PAT</ekmi:KeyClass>

</ekmi:KeyClasses>

</ekmi:SymkeyRequest>
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EKMI Response

<ekmi:SymkeyResponse

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

xmlns:ekmi="http://docs.oasis-open.org/ekmi/2008/01">

<ekmi:Symkey>
<ekmi:GKID>10514-1-287</ekmi:GKID>
.......

</ekmi:Symkey>

<ekmi:Symkey>
<ekmi:GKID>10514-1-288</ekmi:GKID>
.......

</ekmi:Symkey>

<ekmi:Symkey>
<ekmi:GKID>10514-1-290</ekmi:GKID>
.......

</ekmi:Symkey>

<ekmi:Symkey>
<ekmi:GKID>10514-1-292</ekmi:GKID>
.......

</ekmi:Symkey>

</ekmi:SymkeyResponse>
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Event Flow - 3

EMT

Central EHR
Meta-data
Repository

Internet

EMT updates Central
EHR with new meta-
data about event and
reaches Hospital.

3

Hospital
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At this stage

 Medical Record               

Patient Data                             

Insurance Data                 

EMT Data                         

Miscellaneous Data          
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Physician

Event Flow - 4

Hospital

Nurse

Central EHR
Meta-data
Repository

Internet

Hospital and Staff, based
on EMT data in Central
EHR Repository, request
symmetric keys from EMT
EKMI to decrypt data 
created by EMT.

4

EMT
EKMI
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Symmetric Key Request

ekmi:SymkeyRequest xmlns:ekmi=”http://docs.oasis-open.org/ekmi/2008/01">

<ekmi:GKID>10514-1-287</ekmi:GKID>

<ekmi:GKID>10514-1-288</ekmi:GKID>

<ekmi:GKID>10514-1-290</ekmi:GKID>

<ekmi:GKID>10514-1-292</ekmi:GKID>

</ekmi:SymkeyRequest>
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Physician

Event Flow - 5

Hospital

Hospital
EKMI

Nurse

Central EHR
Meta-data
Repository

Internet

Hospital and Staff, create
new data about the event
within Hospital's systems.
They request symmetric
encryption keys from the
Hospital EKMI.

5
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Symmetric Key Request

ekmi:SymkeyRequest xmlns:ekmi=”http://docs.oasis-open.org/ekmi/2008/01">

<ekmi:GKID>5958-0-0</ekmi:GKID>
<ekmi:KeyClasses>

<ekmi:KeyClass>EHR-CDC</ekmi:KeyClass>
<ekmi:KeyClass>EHR-DEF</ekmi:KeyClass>
<ekmi:KeyClass>EHR-HOS</ekmi:KeyClass>
<ekmi:KeyClass>EHR-INS</ekmi:KeyClass>
<ekmi:KeyClass>EHR-NUR</ekmi:KeyClass>
<ekmi:KeyClass>EHR-PHA</ekmi:KeyClass>
<ekmi:KeyClass>EHR-PHY</ekmi:KeyClass>

</ekmi:KeyClasses>

</ekmi:SymkeyRequest>
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EKMI Response

<ekmi:SymkeyResponse

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

xmlns:ekmi="http://docs.oasis-open.org/ekmi/2008/01">

<ekmi:Symkey>
<ekmi:GKID>5958-4-87234</ekmi:GKID>
.......

</ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

<ekmi:Symkey> ....... </ekmi:Symkey>

</ekmi:SymkeyResponse>
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Event Flow - 6

Central EHR
Meta-data
Repository

Internet

Hospital updates Central
EHR with new meta-data
about event.

6

Hospital
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At this stage

 Medical Record               

Patient Data                             

Hospital Data                    

Physician Data                  

Nurse Data                       

Lab Data                           

Insurance Data                 

EMT Data                         

Miscellaneous Data          

Drug Prescriptions            
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Event Flow - 7

Hospital

Central EHR
Meta-data
Repository

Internet CRO/CDC

Hospital
EKMI

Depending on Patient's illness,
CDC may receive notification
and based on Central EHR data
request symmetric keys from 
Hospital EKMI to decrypt data.

7
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Event Flow - 8

Hospital

Central EHR
Meta-data
Repository

Internet

Hospital
EKMI

Insurance

EMT
EKMI

Insurance company, processing
claims from Patient, Physician,
Hospital, EMT, etc. will request
symmetric keys from Hospital's
and EMT's EKMI to decrypt data
it needs for claims-processing.

8



Copyright (c) 2007-2008 StrongAuth, Inc. - 30
This material may not be used without permission

Event Flow - 9

Central EHR
Meta-data
Repository

Internet

Insurance
EKMI

Insurance

Insurance company, requests
new symmetric keys from its
own Insurance EKMI to encrypt
sensitive data about the event
and its processing.

9
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Event Flow - 10

Central EHR
Meta-data
Repository

Internet

InsuranceInsurance company updates
Central EHR Meta-Repository
with claims data.

10
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Event Flow - 11

Hospital

Patient

Insurance

Central EHR
Meta-data
Repository

Internet

Hospital
EKMI

EMT
EKMI

Insurance
EKMI

EMT

Patient can request symmetric
decryption keys from all EKMI
and view their medical history
as desired.

11
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Event Flow - 12

Hospital

Central EHR
Meta-data
Repository

Internet

Hospital
EKMI

EMT
EKMI

EMT

Patient's personal Physician can request
symmetric keys from Hospital and EMT
EKMI to review medical data.

12

Patient's
Personal
Physician
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Event Flow - 13

Central EHR
Meta-data
Repository

Internet

Physician
EKMI

Patient's personal Physician requests
new symmetric encryption keys from
Physician's EKMI (perhaps provided
by a service-provider) to encrypt new
medical information.  Central EHR
repository is updated subsequently.

13

Patient's
Personal
Physician
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Is this feasible?

Physician

Hospital

Patient

EMT

EKMI

Insurance

Nurse

Central EHR
Meta-data
Repository

Internet

Pharmacy

CRO/CDC
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YES – with an EKMI

– All medical data can be encrypted

– All data can be accessible over the internet

– Symmetric keys are accessible only with strong 
authentication and is role-based

– All authorized entities can retrieve the keys they 
need to perform their function

– Authorized entities can retrieve only the keys 
they need based on preassigned key-classes

– All keys are protected by hardware cryptographic 
tokens such as HSM, smartcards, TPMs, etc.

– Network and Host security is redundant
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Conclusion

● Questions?

● Contact Information
– www.strongauth.com

– www.strongkey.org

– info@strongauth.com 

– (408) 331-2000

http://www.strongauth.com/
http://www.strongkey.org/
mailto:info@strongauth.com

