
Standards 
Based
Security



XML Signature (2nd Ed)
XML Encryption
Canonical XML 1.0 / 1.1
Exclusive Canonicalization
XPath Transform
Decryption Transform
XML Key Management 



foundational 
specs

2002-2005



2007



Canonical 
XML 1.1



XML Signature 
2nd Edition



Workshop 2007
http://www.w3.org/2007/xmlsec/ws/



XML Security 
WG 2008
http://www.w3.org/2008/xmlsec/



Text



Web Applications:
The Browser,
and beyond



HTML
JavaScript
CSS
DOM
...



standardization
innovation



frame navigation 
vs same-origin 
policies



cross-site 
communication 
within the 
browser



postMessage()



Access Control 
for Cross-Site 
Requests



Powerful and 
Portable 
Application 
Platform



widgets



Text







packaging
signatures
updates
APIs



APIs



widget.system()



JavaScript



outside the 
browser



Text



cross-context 
scripting bug:
.innerHTML



Text

FIX
ED







UN
SA
FE



mobile 
devices



geolocation
address book
phone
SMS



security 
model?



access 
control?



W3C 
Workshop



London
December 10/11

http://w3.org/2008/security-ws/
tlr@w3.org


