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Ensuring confidentiality and trust …
… is not easy

• Information growth
• Mobility, virtualization & cloud

• Evolving threat landscape
• Collaboration / Exchange
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EVcerts: critical for IdM and 
cybersecurity
 Trust in network sites and providers is critical to 

achieving effective Identity Management and 
cybersecurity
 adverse effects include harm to users, other 

providers, and the infrastructure; loss of assurance
 The Extended Validation Certificate platform 

bundles together a proven set of technologies 
and practices to
 significantly enhance trust assurance in the 

site/provider
 create an encrypted path with the site
 sign software



Some of what the EVcert
platform provides

Visible EVcert
trust indication 
in user browser

SSL (Secure Sockets Layer) 
encryption for end-to-end 
confidentiality

Real-time Online 
Certificate Status Protocol 

(OCSP) checking

Extensive initial and continuing 
identity proofing of service 
provider; signing software

Extensive process and auditing 
requirements for issuing EVcert
authorities



Additional value proposition
 CA/Browser Forum: developed and initially 

implemented by the most prominent software and digital 
certificate vendors worldwide over the past several 
years

 The platform has been included as a core capability in 
security standards by ETSI, Liberty Alliance, and ISO

 The platform is completely “open” and promotes a 
competitive environment

 ITU-T is importing and promulgating the platform for 
adoption in early 2011 as the  X.evcert Framework to 
enhance global ubiquity and further its development

 Version 1.3 includes features to enhance use for cloud 
computing



How browsers display EVcert information
Microsoft Explorer 8.0Microsoft Explorer 8.0Google Chrome Google Chrome 

Opera 10.51Opera 10.51 Apple Safari 4.0.5Apple Safari 4.0.5Mozilla Firefox 3.1 preMozilla Firefox 3.1 pre



Comprehensive specification and 
continuing examination/evolution
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Extensible roadmap
 New kinds of organizations
 New applications
 Expanded geographical coverage and 

assurance schemas
 Expanded Cloud IdM use
 Enhanced user visual indicators
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Enterprise Cryptographic Environments
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User Identity with Asymmetric Keys
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KMIP to Commercial 
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Acct No: 45YT-658
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Transport-Level Encoding
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Objects, Operations and Attributes
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IT Transformation
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Secure multi-tenancy, verifiable chain fo trust.

Information-centric security, risk-driven policies, IT and security operations in 
alignment, information compliance

Visibility into virtualization infrastructure, privileged user monitoring, access 
management, network security, infrastructure compliance



IT INFRASTRUCTURE
Physical                Virtual                Cloud

Security as a System
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EVIDENCE
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The Need to Extend Enterprise Key 
Management
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Establishing the Web of Trust
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