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Overview
ENISA - introduction

Interesting new developments in Social 
Networking/IDM

Web 2.0 ïSecurity challenges

Resilience of telecommunications networks 
ïthe challenge of getting standards 
implemented ïENISA experiences.



Key Facts
eEurope 2005 Action Plan Ą set up in 2004 by EU Regulation

Operational since September 2005 in Heraklion , Greece

~50 Staff                                ~34.8 M úfor 5 years

Crete
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ENISA Standardisation 
Role

Security Standardisation Roadmap, (with 
ITU) http://enisasec.notlong.com

eID directory 
http://enisaIDDir.notlong.com

Contributions from Risk -assessment studies

Member of W3C, OASIS

Liaison - co-operation with 

ÅITU (FG -IDM, Security Standards Portal), 

ÅETSI

ÅCEN/CENELEC (European Citizen Card)

http://enisasec.notlong.com/


ENISA Activities for 
2008 and beyond

Current focus on :

Identifying Emerging Risks

Improving Resilience in European 
e-Communication Networks

Co-operation between Member 
States

Building information confidence 
with Micro Enterprises



Emerging Risk Activity

Identifying Emerging Risks for creating trust and 
confidence ïtopic areas

ÅSocial networking

ÅReputation systems

ÅMobile eID

ÅWeb 2.0

ÅVirtual Worlds and Gaming

ÅVirtualisation security

ÅeID interoperability (e.g. privacy features of 
eID cards)



Social Networking



Social Networking is now an 
Identity Management System

ÅStorage of Personal Data

ÅTools for managing personal data and how 
itôs viewed

ÅAccess control to personal data based on 
credentials.

ÅTools for finding out who has 
accessed personal data.



Identity Management System

ÅStorage of personal data
ÅTools for managing personal data and how 
itôs viewed

ÅAccess control to personal data based on 
credentials.

ÅTools for finding out who has accessed 
personal data.



Social Networking is an Identity 
Management System.

LOTS of Juicy Personal data:

Recognise these from somewhere?

(a) Racial or ethnic origin 
(b) Political opinions
(c)   Religious beliefs
(e)   Physical or mental health or condition
(f)    Sex life

(EU Directive 95/46 ïdefinition of sensitive personal data) 



Identity Management System

ÅStorage of Personal Data

ÅTools for managing personal 
data and how itôs viewed
ÅAccess control to personal data based on 

credentials.

ÅTools for finding out who has accessed 
personal data.



Tools for Organising my personal data



Identity Management System

ÅStorage of Personal Data

ÅTools for managing personal data and how 
itôs viewed

ÅAccess control to personal data 
based on credentials.
ÅTools for finding out who has accessed 

personal data.



Social Networking Provides Access Control



Tools for managing access 
based on credentials



ñSocial Networking is like the 

Hotel California. You can check 

out, but you can never leaveò 

Nipon Das to the New York Times

Lock-in ïthe Hotel California effect.



Leaving the Hotel California?

No export facility

Caches

Internet archives

ñDisactivation ò of the 
account

Delete comments from 
other peopleôs walls?



ÅEconomic success is inversely proportional to 
strength of privacy settings.

Speed of spread 

=> Economic and 

Social Success

Privacy



Attacking the root cause

ÅBreak data monopolies to improve privacy and 
security:

ïStandardised portable networks (leaving the 
Hotel California and going to another one)

ïPLUS Portable, standardised access-control 
and security (with a secure briefcase).



Nice idea but where's the 

business model?




