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Security Standardisation,
ENISA perspective

Giles Hogben, ENISA
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T Overview
* ENISA - introduction

* Interesting new developments in Social
Networking/IDM

* Web 2.0 T Security challenges

* Resilience of telecommunications networks
I the challenge of getting standards
implemented 1 ENISA experiences.
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e 2 Key Facts

eEurope 2005 Action Plan A setupin 2004 by EU Regulation

Operational since September 2005 in Heraklion , Greece

~50 Staff ~34.8 M u for 5 years
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€ maintain inter nthddisppsaldaeELL i s €
and Member State competent bodies
(respond to Requests and Calls for Assistance)
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‘== ENISA Standardisation
Role

* Security Standardisation Roadmap, (with
ITU) http://enisasec.notlong.com

* elD directory
http://enisalDDir.notlong.com

* Contributions from Risk -assessment studies
* Member of W3C, OASIS

* Liaison - co-operation with
AITU (FG -IDM, Security Standards Portal),
A ETSI

A CEN/CENELEC (European Citizen Card)
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http://enisasec.notlong.com/

Censa_ ENISA Activities for
2008 and beyond

Current focus on:
* |dentifying Emerging Risks
*mproving Resilience in European
e- Communication Networks

* Co-operation between Member
States

*Building information confidence
with Micro Enterprises
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s~ Emerging Risk Activity

ldentifying Emerging Risks for creating trust and
confidence 1 topic areas

A Social networking
AReputation systems
AMobile elD

AWeb 2.0

AVirtual Worlds and Gaming
AVirtualisation security

AelD interoperability (e.g. privacy features of
elD cards)
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* Social Networking




Social Networking is nhow an
~  Identity Management System

A Storage of Personal Data

A Tools for managing personal data and how
|l t 0s Vviewed

A Access control to personal data based on
credentials.

ATools for finding out who has
accessed personal data.
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2—  |dentity Management System

AStorage of personal data

A Tools for managing personal data and how
|l t 0s Vviewed

A Access control to personal data based on
credentials.

A Tools for finding out who has accessed
personal data.
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i Social Networking is an Identity
e Management System.

LOTS of Juicy Personal data:

Recognise these from somewhere”

(a) Racial or ethnic origin

(b) Political opinions

(c) Religious beliefs

(e) Physical or mental health or condition
(f) Sexlife

(EU Directive 95/46 7 definition of sensitive personal data)
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2—  |dentity Management System

A Storage of Personal Data

ATools for managing personal
data and how 11 O0:¢c

A Access control to personal data based on
credentials.

A Tools for finding out who has accessed
personal data.
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e Tools for Organising my personal data

Profile =dit Friends v Networks v Inbox v home account privacy  logout

Edit Album — Random photos

Search ~

1, ‘ Add More | Organize | Edit Info l Delete Back to album
Applications edit

Photos Caption: Richard the cat Type any name or tag:

n Groups I

E Events or choose a person:

Marketplace
L] Currently Reading

™ Giles Hogben (Me)

e In this photo: Mo one. L] Ay
Click on people in the photo to add [_ ANNaEh AR
[ Brandonm This is the album cover,
I pavidEnme Delete this photo,
I Francoisedmm@hosme

Caption: I Greq SiE%Ms
L Hans ‘s kpstgae
l- 'l:mnrw

L],

In this photo: Mo one.

Click on people in the photo to add them,

T This is the album cover.
I Delete this photo.
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72— |dentity Management System

A Storage of Personal Data

A Tools for managing personal data and how
|l t0s viewed

AAccess control to personal data
based on credentials.

A Tools for finding out who has accessed
personal data.
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B Social Networking Provides Access Control

- Mozilla Firefox

jookmarks  Tools  Help

m | hitkp: /e, Faceboolk, comyprivacy T view=profile | 1r| B"] | jailed For joining Fz
| TimyURL. com - shart, ., |:| Language Yocab Tester  #fa Slashdob: Mews for n... Q Blogs | Fotios.org |:| ioogle 4= Heraklion, Greece Fo.., [ Gmail

| Microsaft .., Ed Faceb... 3 l = Internet E... . ' Infected a... || SearchRe... . E Browser iF... BDanchD D.. | Why dos... | ,Micrnsnft ... EED BBC NEW..

e . 1 . _n Profile edit Friends v Inbox (4) ~ home account  privacy  logout

search + & Privacy » Profile

m Contact Information |

Applications edit
&) Photos .
Basic Info
n Graups
[5] Everts @ Who Can See This?
d
Marketplace =
A cCurrertly Reading Friends -
¥ Compare People " Friends of Friends
My Friends and their fiands can see this,
. Trusk You
= Cnly Friends
T more Only Fends can see this,
Muadikd SMS Metworks [?]
;«" \: Bulker! Maome of My Netwarks =]
Bulker y1a aroxsupEsT
EVMUEQTT) NEAITIY, & Except These People

ETEhTE Pafa sms e £vigia
aroBzpr) xpEwan yia kol
GikTun, and 0,047
gupo)sms
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Tools for managing access

furopecn Network
o e farmstamy

based on credentials

& Privacy

Profile »
Zontrol who can see your profile and personal information,

Search »
Contraol whio can search for wou, and how yiou can be conkacked,

News Feed and Mini-Feed »
Zontrol what stories about wou get published ko wour profile and to your Friends’ Mews Feeds,

0 »

Applications »
Zonkral what information is available bo applications you use on Faceboal,

2oL
e

Block People Person

If wou block someone, they will not be able ko search for m
woll, see your profile, or contack wou on Facebook, Ay

kies wou currently have with a person wou block will be

broken (friendship connections, relationships, ek,

B gdwvertisers  Businesses Developers About Facebook, Terms  Privacy I-)0101
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. W Lock-in i the Hotel California effect.

Secwity Apeny

Social Networking is like the
Hotel California. You can check
out, but you can never leaveo

Nipon Das to the New York Times
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.= Leaving the Hotel California?

* No export facility
* Caches
* Internet archives

* ADIisactivation 0 o f t he
account

* Delete comments from
ot her peopl eds w:
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strength of privacy settings.

Speed of spread
=> Economic and

Social Success
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s Attacking the root cause

* Secwity Apency

A Break data monopolies to improve privacy and
security:

| Standardised portable networks (leaving the
Hotel California and going to another one)

I PLUS Portable, standardised access-control
and security (with a secure briefcase).
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Nice idea but where's the
business model?
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