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 (European) example: electronic invoices
— Electronic invoices have to be secured by means of
digital signature technology

— But it is prohibited for EU Member States to require
invoices to be signed




European VAT Directive 2006

L 347/44 Official Journal of the European Union 11.12.2006
customer in cases other than those referred to in point (4) of of 19 October 1994 relating to the legal aspects of
Article 226. electronic data interchange (3, if the agreement relating to

the exchange provides for the use of procedures guarantee-
ing the authenticity of the origin and integrity of the data.
Article 228

Member States in whose territory goods or services are supplied

may allow some of the compulsory details to be omitted from Invoices may, howev?r, be sent or made available by other
documents or messages treated as invoices pursuant to electronic means, subject to acceptance by the Member States

Artide 219. concerned.

Article 229
2\ For the purposes of point (a) of the first subparagraph of

patAgraph 1, Member States may also ask for the advanced

ectronic signature to be based on a qualified certificate and
created by a secure-signature-creation device, within the meaning
of points (6) and (10) of Article 2 of Directive 1999/93/EC.

Member States shall not require invoices to be signed.

Article 230

The amounts which appear on the invoice may be expressed in
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Article 232

Invoices issued pursuant to Section 2 may be sent on paper or,
subject to acceptance by the recipient, they may be sent or made
available by electronic means.

Article 233

. Invoices sent or made available by electronic means shall be
accepted by Member States provided that the authenticity of the
origin and the integrity of their content are guaranteed by one of
the following methods:

(a) by means of an advanced electronic signature within the
meaning of point (2) of Article 2 of Directive 199993 /EC
of the European Parliament and of the Council of
13 December 1999 on a Community framework for
clectronic signatures (*);

(b) by means of electronic data interchange (EDI), as defined in
Article 2 of Commission Recommendation 1994/820/EC

() OJ L 13, 19.1.2000, p. 12.
() O] L 338, 28.12.1994, p. 98.

Member States may lay down specific conditions for invoices
issued by electronic means in respect of goods or services
supplied in their territory from a country with which no legal
instrument exists relating to mutual assistance similar in scope to
that provided for in Directive 76/308/EEC and Regulation (EC)
No 1798/2003.

Article 236

Whére batches containing several invoices are sent or made
avaifable to the same recipient by electronic means, the details
coghmon to the individual invoices may be mentioned only once
if/for each invoice, all the information is accessible.

Article 237

The Commission shall present, at the latest on 31 December
2008, a report and, if appropriate, a proposal amending the
conditions applicable to electronic invoicing in order to take
account of future technological developments in that field.
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d) itis linked to the data to which it relates in such a
manner that any subsequent change of the data is
detectable”.




session key
registration c
the national co
card verifiable certi exchanged
before the authentication certificates contain
the corresponding public keys to be retrieved and to be used in the
following authentication process. These certificates are signed by the
national competent authorities and contain an authorisation object
(certificate holder authorisation) according to ISO/IEC 7816-9 in order to
encode role specific authorisation to the card. (...)

The security assurance has to be approved by common

criteria evaluation according to EAL4+. The augmentations are as
follows: 1. AVA_MSU.3 Analysis and testing for insecure states; 2.
AVA VLA .4 Highly resistant (...)"
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— data authe

— entity authentication (example: vehicle
registration certificates)







SAFE-BioPharma.

| contact us
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SAFE-BioPharma Association™

Signatures and Authentication
for Everyone

Welcome

The mission of SAFE-BioPharma Association is to be the digital identity
and signature standard for the global biopharmaceutical and healthcare
communities.

SAFE-BioPharma™ &ssociation is the non-profit association that created and
manages the SAFE-BioFharma™ digital identity and signature standard for
the pharmaceutical and healthcare industries,

The SAFE-BioPharma™ standard...

s mitigates legal, regulatory and other business risk associated with
electronic transactions.

e facilitates interoperability between disparate information systems.

e provides a secure, enforceable, and regulatory-compliant way to
verify identities and apply digital signatures in electronic transactions,

e helps green the pharmaceutical and healthcare industries by
dispensing with paper originals and other cumbersome forms of back
up,

Recent Announcements

® SAFE-Biopharma Aszzociation and
CDISC Join Forces to Advance
Healthcare Information System
Interoperability

# Register for 4th Annual Integrating
Electronic Health Records and
eChnical Technologies Conference
Sept. 15-16, Baltimore

SAFE-BioPharma Media

W  * Click for "The SAFE-

B BioPharma Standard"

* Zlick for the "SAFE-
BioPharma Credentialing
Demo”
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Dzte of Royal Assent :

Date of publication inthe Gazette :

Date of coming into operation:
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LAWS OF MALAYSIA

ACT 362

DIGITAL SIGNATURE ACT 1997 [REPRINT 2002]

Incarparating latest amendment - AT129/2001
18th June 1997
30th June 1397
1=t October 1998 [P.U(EB]397/99]

ARRANGEMENT OF SECTIONS

Long Title & Prearmble

PART I - PRELIMINARY

Section 1. Short title and commencement.
cection 2. Interpretation.

PART Il - THE COMMISSION AND THE LICENSING OF CERTIFICATION AUTHORITIES

Section 3. Appointrment of Commission.

cection 4. Cerification authorities to be licensed.

oection 5. Qualifications of cerification authorities.

oection B, Functions of licensed cerification authorities.
Section 7 Application for licence.

cection 8. Grant or refusal of licence.

cection 9. Revocation of licence.

Section 10. Appeal.

section 11, Surrender of licence.

Section 12, Effect of revocation, surrender or expiry of licence.

Section 13, Effect of lack of licence.
Section 14, Beturn of licence.
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[Code of Federal Regqulations]
[Ticle 21, Wolume 1]

[Eevised as of April 1, 20035]
[CITE: 21CFR11.1]

TITLE Z21--FOOD AND DRUGS
CHAPTER I--FOOD AND DREUS ADMINISTRATION
DEPARTMENT OF HEALTH AND HUMAN ZSERVICES

SUBCHAPTER A--GEMERAL

PART 11 —- ELECTRONIC RECORDE: ELECTRONIC 3TGNATURES

Subpart A--General Provisions

Sec. 11.1 Scope.

(a] The regulations in this part set forth the criteria under which the agency considers electronic records, electronic
signatures, and handwritten signatures executed to electronic records to be trustworthy, reliable, and generally
equivalent to paper records and handwritten signatures executed on paper.

(b) This part applies to records in electrohic form that are created, wodified, mwaintained, archiwved, retriewved, or
transmitted, under any records requirements set forth in agency regulations. This part also applies to electronic
records submitted to the agency under reguirenents of the Federal Food, Drug, and Cosmetic Act and the Public Health
Service Aot, even if such records are not specifically identified in agency regulations. However, this part does not
apply to paper records that are, or have been, transmitted by electronic means.

[z] Where electronic signatures and their associated electronic records mweet the requirements of this part, the agency
will consider the electronic signatures to be egquivalent to full handwritten signatures, initials, and other general

signings as required by agency regulations, unhless specifically excepted by reculation(s) effective on or after August
20, 1997.




CHAPTER I--FOOD AND DRUG ADMINISTRATION
DEPARTMENT OF HEALTH AND HUMAN SEREWICEGS
SUBCHAPTER A--GEMERAL

PART 11 —— ELECTRCHNIC RECORDS: ELECTRONIC 3IGHNATIRES

Subpart L—-General Provisions

Sec. 11.3 Definitions.

[a)] The definitions and interpretations of terms contaihed in section 201 of the act apply to those terms whenh used in
thi=s part.

(b1 The following definitions of terms also apply to this part:

[11Act means the Federal Food, Druy, and Coswetic Act (secs. 201-903 (21 U.3.C. 321-32931).

[2)Agency weans the Food and Drug Adininistration.

(31 Biometrics meanzs a method of verifving an individual'sz identity hased on measurement of the individual'z physical
feature (2) or repeatable action(2) where thoze featurez and/or actionz are bhoth unigque to that individual and

mweasurable.

[4) Closed system means an enviromnent in which svystem access is controlled by persons who are responsible for the
content of electronic records that are on the system.

[(B1Digital siguature means an electronie sighature based upon cryptographic methods of originator authentication,
computed by using a set of rules and a set of paraweters such that the identity of the signer and the integrity of the

data can be wverified.

[6)Electronic record means any combination of text, graphics, data, audio, pictorial, or other information
representation in digital form that iz created, modified, mwaintained, archived, retriewed, or distributed hy a computer

System.

[(TI1Electronic signature means a computer data compilation of any symwbol or feries of gywbols executed, adopted, or
authorized by ah individual to be the legally binding equivalent of the individual's handwritten signature.

(8) Handwritten signature means the scripted name or legal mark of an individual handwritten by that individual and
executed or adopted with the present intention to authenticate a writing in a permanent form. The act of signing with a
Wwriting or mwarking instrument such as & pen or stvylus is preserved. The scripted name or legal mark, while
conventionally applied to paper, mway also be applied to other devices that capture the name or mark.

[ Open svstem means an environment in which system access is not controlled by persons who are responsible for the
content of electronic records that are on the system.

Tiatalaaes TT+ Aot
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Registration
SOR2005-30 February 1, 2005

FERZOMAL INFORMATION PROTECTION AND ELECTROMIC
DOCUMENTS ACT CAMADA EVIDEMCE ACT

Secure Electronic Signature Regulations
P.C. 2005-57 February 1, 2005

Whereas the Governor in Council is satisfied that the technology or process
prescribed in the annexed Secure Electronic Sighature Regulations can be
proved to meet the requirements set out in paragraphs 4802)(3) to (d) of the
Fersonal Information Protection and Electronic Docurments Act [see footnaote

a;

Therefare, Her Excellency the Governor General in Council, an the
recommendation of the Treasury Board, pursuant to subsection 43(1) of the
Fersonal Information Frotection and Electronic Documents Actisee footnote
bl and paragraph 31.4(g)(zee footnote c) of the Canada Evidence Act, hereby
makes the annexed Secure Electronic Sighature Requlations.
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(&) is used in asymmetric cryptography to decrypt data contained in an

electronic document that was encrypted through the application of the private

key in the key pair, and

(B) corresponds only to the private key in the key pair. (clé publiqus)
TECHNOLODGY OR PROCESS

2. For the purposes of the definition "secure electronic signature” in

subsection 31(1) of the Act, a secure electranic signature in respect of data

contained in an electronic document is a digital signature that results from

campletion of the fallowing consecutive operations:

(&) application of the hash function to the data to generate a message digest;

(51 application of a private key to encrypt the message digest;

(c) incarporation in, attachment to, or association with the electronic
document of the encrypted message digest;

(ch transmission of the electronic document and encrypted message digest
together with either

(i) & digital signature certificate, or
(i) a means of access to a digital signature cerificate; and

(=) after receipt of the electronic document, the encrypted message digest
and the digital signature certificate or the means of access to the digital
signature cerificate,

(i) application of the puklic key contained in the digital signature
certificate to decrypt the encrypted message digest and produce
the message digest referred to in paragraph (&),

(i) application of the hash function to the data contained in the electronic
document to generate a new message digest,

(i) werification that, on comparison, the message digests referred to in
paragraph (8] and subparagraph (i) are identical, and
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(&) is used in asymmetric cryptography to decrypt data contained in an
electronic document that was encrypted through the application of the private
key in the key pair, and

(B) corresponds only to the private key in the key pair. (clé publiqus)

2. For the purposes of the definition "secure electronic signature” in
subsection 31(1) of the Act, a secure electronic signature in respect of data
contained in an electronic document is a digital signature that results from
completion of the fallowing consecutive operations:

(&) application of the hash function to the data to generate a message digest;
(B) application of a private key to encrypt the message digest;

(c) Incorparation in, attachment to, or association with the electronic
document of the encrypted message digest;

(d) transmission of the electronic document and encrypted message digest
together with either

and the digital signature certificate or the means of access to the digital
signature cerificate,

(i) application of the puklic key contained in the digital signature
certificate to decrypt the encrypted message digest and produce
the message digest referred to in paragraph (&),

(i) application of the hash function to the data contained in the electronic
document to generate a new message digest,

(i) werification that, on comparison, the message digests referred to in
paragraph (8] and subparagraph (i) are identical, and
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* Objective: (automatic) equivalent of the
handwritten signature

* (= current rules referring to “signing” automatically
apply)




lified”

e create ion device”

* Objective: (automatic) equivalent of the
handwritten signature

* (= current rules referring to “signing” automatically
apply)




Harmonised TSP
Guidelines for . . status information
implementation { Directive 1999/93/EC } ETSITS 102 231
of SSCDs
complements complements -
CWA 14355 |4 Algorithms & Param. International
TN g Decision 2000/709/EC ETSITS 102 176-1/2 harmonisation of
TS g, 2003/511/EC K " i Certificate Policies
| RN i M ETSITR 102 040
PR N . PR A
CWA 141721 |(intro) ‘. |stipulates W e, |
s - L% #
assess i ~L |-~ W, )
CWA 14172-5 H——-Tentguidance of |~ CWA 14169 |Herr2e62 & CSP Practices ETSITR 102 458
pssmentguidance oL -+ March 2004 &
CWA14172-6 H— SSCDs EAL 4+ &, ot | ETSITS 101456 ;¢ Guidance on
AT TS 101 456
assessment guidance of Y Mareh2863 | .7 Al ETSITS 102 042 |,
CWA 14172-3 *| CWA 141671 | | 005 (2 4 ETSITS 102 437
' N k,_ofx,?] ETSITS 102 158 |«
asspge ) ~ g,
CWA 141727 NS85 ment guidianc, ,, |CSF_Trustworthy systems T,
: L cWA 14167-2 | HEETEeeE NS Certificates TSA Practices
Conformity May 2004 Ty N
Assessment Crypto Modules A ETSITS 101 862 ETSITS 102 023
ryp
Guidance
A CWA 14167-3 ETSITS 102 280 Time Stamping
CWA 14172-2 . Profile
assessment CWA 14167-4 ETSITR 102 044
CWA 14172-8 | | guidance of ETSITS 101 861
_‘ assessment guidance of -
CWA 141724 | |4.. International
. ___é_e__'s%_-,gy_:'pr,_ fce of Signature creation Signature verification Signature format h?rEn;linisatinn
Guide on ES use T _ewatai7o | | _cwa 14171 | | ETSITS 101 733 | ° ormat
CVWA 14365-1/2 ETSITS 101 903 | | ETSITS 102 047
Registered Electrn:?ni_c Mail _ pr— - Signature policy
elnvoicing & Digital Accounting domain EET R B T {eé?jl:?e‘r,::%:,:;isc} | ETSITS 102 038 |
Digital Signatures| |[ETSITR102672] Best practices || L2TS/ES1000062-1/3 | DRAFT (ETSiTS 10775] ETSI TR 102 041
CWA 15579 [ETSITS102573| TsPPol.reqts|[ Mobile signature standards (EvSITS 102904 ] ETSITS 102 045
(mCommerce) | ETSITR 102 272 |

Copvright: Sealed 2007




* Ea
lega

e Major issue
e Common profile for qualified certificates
e “Trusted” list of “qualified” CSPs (95 in 23 MS)
e European validation platform?
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a “record” is define s “information that is inscribed
on a tangible medium or that is stored in an electronic or other medium and
is retrievable in perceivable form.”

Compare EU Definition: “any data in electronic form which are attached
to or logically associated with other electronic data and
which serve as a method of authentication”.
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Chapter 2. Presumption of the authenticity of an electro-magnetic
record

Article 3:

L electro—magnetic record which is made in order to express information (with the exception of
one drawn by a public official in the exercize of his official functions) shall be presumed to be
authentic if an electronic signature (limited to those that, if based on the proper control of the
codes and objects necessary to perform the signature, only that person can substantially perform)
s performed by the pnnoipal in relation to information recorded 1n the electro—masznstic record.




FIEMA DIGITAL
Ley 25.506

Consideraciones generales. Certificados digitales. Certificador licenciado. Titular de un certificado digital.
Organizacion institucional. Autoridad de aplicacion. Sistema de auditoria. Comision Asesora para la
Infraestructura de Firma Digital. Responsabilidad. Sanciones. Disposiciones Complementarias.

Sancionada: Moviembre 14 de 2001,
Promulgada de Hecho: Diciermbre 11 de 2001,

El Senado ¥ Camara de Diputados de la Macidn Argentina reunidos en Congreso, ete, sancionan con fuerza de
Ley:

LEY DE FIRMA DIGITAL
CAPITULO I
Consideraciones generales

ARTICULD 1% — COhjetn, Se reconoce el empleo de |a firma electrdnica v de la firma digital ¥ su eficacia juridica en
las condiciones gue establece la presente ley,

ARTICULD 20 — Firma Digital. Se entiende por firma digital al resultado de aplicar a un docurmento digital wn
procedimiento matematico gue regquiere informacian de exclusivo conocimienta del firmante, encontrandose esta
bajo su absoluto control, La firma digital debe ser susceptible de verificacion por terceras partes, tal gue dicha
verificacion simultaneamente permita identificar al firmante v detectar cualguier alteracidn del docurmento digital
posterior a su firma.




 Conseque y, confusion

 Current approach: sector-based, case-by-case
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