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Summary

1. Legal provisions related to digital signature 
technology

2. Legal provisions related to electronic 
signatures by means of digital signature 
technology

3. Legal provisions related to electronic 
signatures (in general)



1. Legal provisions on “digital 
signature technology”



Digital Signature Technology

• “Making use of public key cryptography to secure 
the origin and the integrity of data”

• Legal provisions (typically newer ones) impose 
the usage of digital signature technology

• (European) example: electronic invoices
– Electronic invoices have to be secured by means of 

digital signature technology
– But it is prohibited for EU Member States to require 

invoices to be signed



European VAT Directive 2006



European VAT Directive 2006



European VAT Directive 2006

Conclusion: Electronic invoices 

- should not be signed

- but should be secured by means 
of digital signature technology



Confusion

• Legal provisions often use the term “electronic 
signature” when referring to “digital signature 
technology”

• Europe: “advanced electronic signature”



“Advanced Electronic Signature”

a) it is uniquely linked to the signatory;

b) it is capable of identifying the signatory;

c) it is created using means that the signatory can 
maintain under his sole control;

d) it is linked to the data to which it relates in such a 
manner that any subsequent change of the data is 
detectable”.



Other example: European Directive on 
Vehicle Registration Certificates 

“Write access is permitted only after an asymmetric authentication with
session key exchange for protecting the session between the vehicle
registration card and a security module (e.g. a security module card) of
the national competent authorities (or their authorised agencies). Thereby
card verifiable certificates according to ISO/IEC 7816-8 are exchanged
before the authentication process. The card verifiable certificates contain
the corresponding public keys to be retrieved and to be used in the
following authentication process. These certificates are signed by the
national competent authorities and contain an authorisation object 
(certificate holder authorisation) according to ISO/IEC 7816-9 in order to
encode role specific authorisation to the card. (…)

The security assurance has to be approved by common
criteria evaluation according to EAL4+. The augmentations are as
follows: 1. AVA_MSU.3 Analysis and testing for insecure states; 2.
AVA_VLA.4 Highly resistant  (...)”
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Conclusion:  Legal provisions ...

• (typically newer ones) may prescribe the use 
of digital signature technology for:  

– data authentication (example: e-invoices)

– entity authentication (example: vehicle 
registration certificates)



Industry guidelines, etc.

Example: SAFE-BioPharma Association





2. Legal provisions on electronic 
signatures by means of “digital 

signature technology”
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Example: 21 CFR Part 11 (USA)
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“Qualified Electronic Signatures”

• European concept: advanced signature 
• based on “qualified” certificate (issued by “qualified” 

CA)

• created using  a “secure signature creation device”

• Objective: (automatic) equivalent of the 
handwritten signature 

• (= current rules referring to “signing”  automatically 
apply)



“Qualified Electronic Signatures”

• European concept: advanced signature 
• based on “qualified” certificate (issued by “qualified” 

CA)

• created using  a “secure signature creation device”

• Objective: (automatic) equivalent of the 
handwritten signature 

• (= current rules referring to “signing”  automatically 
apply)

Automatic ??



Copyright: Sealed 2007



Results of European approach

• Each of the 28 Member States has its own 
legal framework for “qualified” signatures

• Major issue today: interoperability
• Common  profile for qualified certificates

• “Trusted” list of “qualified” CSPs  (95 in 23 MS)

• European validation platform?

• ...



3. Legal provisions on electronic 
signatures 
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USA : ESIGN & UETA

“electronic sound, symbol or process, attached to or logically 
associated with a contract or other record and executed or 
adopted by a person with the intent to sign the record.”

Compare EU Definition: “any data in electronic form which are attached 
to  or logically associated with other electronic data and 
which serve as a method of authentication”.

a “record” is defined under ESIGN and UETA as “information that is inscribed 
on a tangible medium or that is stored in an electronic or other medium and 
is  retrievable in perceivable form.”



Japan: Law on electronic signatures and 
certification services (2000) 



Argentine: law of 2001



Conclusions

• Legislation has preceded generally accepted 
best practices

• Consequence: diversity, complexity, confusion

• Current approach: sector-based, case-by-case



Jos Dumortier
K.U.Leuven – ICRI / time.lex

http://www.icri.be – http://www.timelex.eu

jos.dumortier@timelex.eu

http://www.icri.be/�
http://www.timelex.eu/�

	Digital Signatures
	Terminology
	Terminology
	Terminology
	Terminology
	Terminology
	Summary
	1. Legal provisions on “digital signature technology”
	Digital Signature Technology
	European VAT Directive 2006
	European VAT Directive 2006
	European VAT Directive 2006
	Confusion
	“Advanced Electronic Signature”
	Other example: European Directive on �Vehicle Registration Certificates 
	Terminology
	Conclusion:  Legal provisions ...
	Industry guidelines, etc.
	Slide Number 19
	2. Legal provisions on electronic signatures by means of “digital signature technology”
	Terminology
	Slide Number 22
	Example: 21 CFR Part 11 (USA)
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Terminology
	“Qualified Electronic Signatures”
	“Qualified Electronic Signatures”
	Slide Number 32
	Results of European approach
	3. Legal provisions on electronic signatures 
	Terminology
	USA : ESIGN & UETA
	Japan: Law on electronic signatures and certification services (2000) 
	Argentine: law of 2001
	Conclusions
	Slide Number 40

